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Abstract

About ten years ago, a bold vision with a prospect of largely autonomous factories of the future with digitized processes, data-driven smart
applications, and seamlessly integrated supply chains was born and quickly became known as Industry 4.0 or aka the 4™ Industrial Revolution.
A true game-changer, Industry 4.0 has revolutionized the possibilities of advanced manufacturing across the manufacturing sector at large.
However, the advancement of supply chains and supply chain management that are essential elements of the wider production engineering process
has not yet reached the same level of maturity. The purpose of this paper is to review the state-of-art of supply chain management within the
context of Industry 4, from both an academic and industry perspective. The authors will discuss the key elements of typical supply chains in terms
of what has already been achieved and identify important research challenges to be addressed over the course of the next 5-10 years. The content
obtained was done through a combination of a supply chain management workshop at the University of Liverpool in 2020 and an extensive
literature review. The unique contribution of this work is finding how each identified supply chain management element e.g., procurement has

progressed within the context of 14 in both academia and industry, focusing on State-of-Art and future challenges.
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1. Introduction

About ten years ago emerged a need for disruptive change in
the manufacturing sector driven by increasing demand to meet
customers’ individual preferences in a more timely and cost-
effective manner that triggered the initial vision of Industry 4.0
(I4). This vision first appeared in Germany in 2011[5], where
German chancellor Angela Merkel gave one of the first 14
definitions “The comprehensive transformation of the whole
sphere of industrial production through the merging of digital
technology and the internet with conventional industry.”[5].
However, from an engineering perspective 14 includes elements
such as smart data processing for more competitive
manufacturing, virtualisation of processes, a shift from manual
data processing and decision-making to automated and
increasingly autonomous computer-based decision-making in
near real-time and supported by artificial intelligence and smart
actions. This is in addition to new data-driven business
models[6], as well as a range of activities aimed at
democratising innovation, design, and manufacture[7-9].

2212-8271 © 2022 The Authors. Published by ELSEVIER B.V.

Within Industry 4.0, there is a need to track manufacturing
processes in real time and adjust or optimize manufacturing
systems accordingly to changing customer and market
conditions[10]. In addition, supply chains must be able to cope
with demand fluctuations, uncertainty, and external
disturbances by working towards a “digital” or “smart” supply
chain which integrates Supply Chain Management (SCM)
elements with Industry 4. However, within SCM there are
multiple elements e.g., manufacturing, warehousing,
procurement etc. Therefore, an analysis must be done on the
current state of each element in terms of what has already been
achieved in industry and academia as well as the current
challenges that need to be overcome. The methodology used is
a combination of content from a Supply Chain Management 4.0
workshop at the University of Liverpool in 2020, in which
keynote speakers were invited to fulfil the aim of the workshop
on identifying key research challenges within their supply chain
management domain and future research directions for the next
5-10 years. This workshop was supplemented by an extensive
literature review to not become outdated on SCM 4.0.
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The overarching aim of this paper is to provide a clear vision
on how supply chain management may change in the context of
14, a review of the state-of-the-art, and the identification of
research and industry issues to be addressed to achieve the
outlined vision. The organization of the paper is as follows. In
Section 2, the building blocks of SCM are presented followed
by a state-of-art review of each SCM element in the context of
14 enabling technologies in both academia and industry. In
Section 3, major research challenges for each supply chain
element are identified. The implications for managers,
researchers and public bodies are presented in Section 4. Lastly,
conclusions drawn from this review along with directions for
future work are presented in Section 5.

2. Supply Chain Management Elements

To explore the State-Of-Art of SCM in the context of 14, the
building blocks of SCM must be presented. According to
Chartered Institute of Procurement and Supply (CIPS) [11]
there are six components which form the traditional SCM
system: Planning, Sourcing (Procurement), Demand and
Inventory (Warehousing), Manufacturing, Delivery and
Logistics, and Returning. The Returning element will not be
analysed in this paper due to the lack of industry data and
current academic literature. The supply chain workforce is also
included in this review as they are involved in each of the SCM
elements. This section will provide a State-of-Art review on
each component.

2.1 Planning

With a dynamic and ever-changing world, supply chain
planning systems must be able to cope with complexities it
faces. With the introduction of 14 technologies, it should be the
case that planning becomes easier. However, most businesses
still rely on outdated manual systems as seen in Figure 1.
According to [3] nearly 75% of supply chain functions still use
spreadsheets and 53% use SAP, which will stop its support in
2027. From the survey, 60% of executives plan to implement
Al based methods in the future.
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Figure 1-Top 6 planning IT systems in use, % of respondents [3]

2.2 Sourcing (Procurement)

Procurement is a major part of the supply chain process and
aims to change the way materials are sourced, improve
collaboration with suppliers, become more active in supplier
risk management and improve the planning process through
digital technologies[12]. According to a survey conducted by
Bienhaus, 2018 [13], the results point out that procurement is
focused on strategic decisions and is extended on collecting,
analysing, and processing the data within its environment to

support the organisation and supply chain in its efficiency and
effectiveness. At present, the level of Procurement 4.0
implementation varies widely across the industry. From a
survey conducted by Forrester, 2019 [14] with 417 procurement
leaders nearly two-thirds (65%) of organization’s have self-
assessed their procurement maturity as advanced. However,
using the Forrester maturity framework it is found that only
12% have truly become advanced, leaving the vast majority at
risk of lagging behind their competitors who are more effective
in the procurement process.

2.3 Demand and Inventory (Warehousing)

With the ever-fluctuating customer demand, the supply
chain must accurately forecast future demand and strike a
balance between inventory levels and meeting customer needs
without creating a surplus. COVID-19 has heightened the
importance of managing consumer demand [15]. With the
advancements in Artificial Intelligence (Al), it is possible to
predict real time demand which allows for efficient inventory
control. Most of the publications relating to demand
management focus on using Al methods such as deep learning.
[16] evaluate and compare artificial neural network (ANN),
convolutional neural network (CNN) and long short-term
memory (LSTM) for forecasting sales in Ecuador. [17] use
ARIMAX and neural networking to significantly improve
inventory  performance through demand prediction
improvement. Thomassey [18] also uses advanced methods
such as fuzzy logic, neural network, and data mining for
predicting clothing demand. [19] use a multivariate approach
where combining both ARIMAX and ML based models give
greater confidence in demand prediction within the assembly
industry. When comparing with traditional methods, Al
methods can remove data set defects e.g., lack of historical data
and provide most accurate demand predictions [20].

Warehousing is undergoing rapid changes due to two main
trends. Firstly, customer expectations and service requirements
are fueling a demand for warehouses or distribution centers to
be agile and responsive[2]. Secondly with the advent of
emerging technologies e.g., Augmented Reality (AR),
autonomous vehicles, 10T, collaborative robots etc. there is a
need to integrate both entities. Hence, more work is needed for
management systems involving other 14 technologies that are
predicted to be greatly adopted over the coming years as seen
in Figure 2.
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Figure 2-Planned Adoption Rates for Warehouse Technologies [2]
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With the increase in demand for storage space in
warehouses, an increase in the use of smart technologies e.g.,
(AR) using smart glasses to locate items for workers, is being
implemented [21] and already has shown to increase a worker’s
performance by 34% on first usage[22]. The use of autonomous
systems is also increasing in warehouses, however autonomous
machines transporting goods within a warehouse must also
cope with unexpected occurrences as they normally have a
predefined route e.g., a blockage occurs on the route with an
item in the way. Developing Al using deep learning, to train the
machine with a range of unexpected environmental to make
decisions without the use of a human, is being developed[23]
and will be expanded to most companies into the future. Dark
Warehousing is also a recent concept in which material
handling and all warehousing activities are fully automated,
hence removing all human labor [24]. However, in industry,
there is a lack of implementation with only Ocado and Walmart
being the most prominent examples of implementing a near
fully automated warehouse [24].

2.4. Smart Factory/Manufacturing

Smart Factory relates to a highly digitalized and networked
manufacturing facility[25]. The pressure on lower cost and
higher quality, high demand and so on, are the driving forces
that are changing the landscape of the manufacturing systems
and creating the need for better process plans, quality control,
and energy optimization. Smart manufacturing is on the digital
roadmap connecting and exchanging information between
manufacturing monitoring and execution with process planning
for manufacturing resulting with better quality and function of
product, shorter lead time, and energy label as seen in Figure 3.
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Figure 3-Smart manufacturing roadmap[1]

Based on a survey by Deloitte, 2019 [26], in which more
than 40 interviews are conducted with manufacturing leaders in
diverse industries e.g., chemical, paper, aerospace etc. emerged
several themes on how to transform from a traditional factory
to a smart factory. Gartner,2021 [27] also reported from a
global survey in 2020 that change management along with

technology and people are key drivers of transitioning to a
smart factory. This is confirmed by 83% of respondents, in
agreement that their leadership understand more investment
into smart manufacturing is needed. The same study by
Deloitte, 2019 [26] revealed that only 5% of USA
manufacturers surveyed have fully converted to a “smart
factory” status, with 30% in the process of transitioning to a
smart structure. This leaves nearly two out of every three
reporting no progress at all. In addition, a study done by
Deloitte, 2019 [28] revealed that in the United States alone
86% of manufacturers state that smart factories will be the main
driver of competition by 2025 and 83% of manufacturers also
state the way products are made will be transformed by 2025.
The following sub-sections content result from the talks given
at the Supply Chain Management workshop at University of
Liverpool in March 2020.

2.4.1 Data Driven Smart Manufacturing (DDSM)

Data Driven Smart Manufacturing (DDSM) is used to
leverage digital and intelligent technologies to facilitate
decision making during manufacturing lifecycles. Enabling
technologies include Industrial IoT (IloT), Cyber-Physical
System (CPS), deep learning algorithms and Big Data
analytics[1]. Data-driven modelling (DDM), as inhibitor, can
be used for smart manufacturing applications such as
feature/pattern  recognition,  regression,  classification,
clustering, and optimisation. The benefits of using DDM are
more flexible and adaptive for customised and dynamic
manufacturing processes, and less experiences required for
complex problem solving[1].

2.4.2. Quality Control in Additive Manufacturing

The ability of additive manufacturing (AM) to fabricate
geometrically complex and light-weight parts has increased
end-users’ demand for AM-based products. However, a lack of
process robustness, stability and repeatability of laser-based
AM technologies is a barrier to meeting the quality certification
constraints imposed by the leading industrial sectors (e.g.,
aerospace and bio-medical). Thus, quality control in AM is a
major issue which demands feasible solutions. Furthermore,
due to the layer-wise nature of the process, the defects will not
always be visible once the part production is completed.
Photodiode based in-process quality control is one of
techniques that enables the part quality can be monitored during
the build[29]. At a later stage, it may even enable the
implementation of automatic in-process corrective actions to
increase the robustness of the build process. The application of
photodiode based in-process quality control in AM are
numerous, such as RAS for healthcare, construction and
hazardous environments, biomechanics, and soft robotics.

2.4.3. Right-First Time and Zero-defect Manufacturing

14 enablers, such as CPS, IoT, Big data, Cloud computing,
Al, Robotics leads to Digital Lifecycle Management (DLM), a
closed-loop in-process quality improvement for right-first time
and near zero-defects in lifecycle[30, 31]. DLM as a
transformative framework is used to create precise digital twins
with capabilities to integrate data from interconnected systems
with  multidisciplinary =~ simulation of products and
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manufacturing processes. Furthermore, DLM is used to achieve
resilient performance in production systems such as predicting
the behavior of process machinery, to either optimize existing
equipment for increased productivity/quality or introduce new
equipment into an assembly line with minimum disruption [32].
DLM benefits are numerous but most important are shorten
lead time, rump-up time, and improved quality. Shorten lead
time is achieved by increasing right-first-time, rapid
deployment of new process technologies, and reduction of
installation and commissioning time and cost. DLM has
application in automotive, aerospace, and consumer goods
industry.

2.4.4 Cloud-based Design and Manufacturing (CBDM)

Design has been a major beneficiary of cloud-based tools
which enable collaborative work regardless of location and
time, establishing dynamics of geographically distributed work
team, and particularly benefit in COVID-19 crises. One of such
is Cloud-based Design and Manufacturing (CBDM)[33, 34].
“CBDM refers to a service-oriented networked product
development model in which service consumers are enabled to
configure, select and utilize customized product realization
services ranging from computer-aided engineering software to
reconfigurable manufacturing systems.”’[33]. From a business
perspective, CBDM involves new business models and how
design and manufacturing services can be delivered (e.g., [aaS,
PaaS, HaaS, and SaaS), how services can be deployed (e.g.,
private cloud, public cloud and hybrid cloud), and how services
can be paid for (i.e., pay-per-use). CBDM benefits are
numerous, such as ubiquities access to design and
manufacturing resources, on-demand scalability, multi-
tenancy; increased resource utilization; reduced capital cost and
complexity; reduced maintenance cost; accelerated time-to-
market; attractive pay-as-you-go pricing etc.[35].

2.5 Smart Logistics and Delivery

Currently there is no universally accepted definition of
Smart logistics in literature[36]. However, it can be seen as the
integration of emerging digital technologies with logistical
processes to enable products moving forward in the supply
chain more quickly and efficiently to meet customer demands
without an increase in costs[37].

There is a need to devising a framework for smart logistics. A
conceptual framework, with a systematic review on Logistics
4.0 is introduced by Winkelhaus,2020[37]. It is seen that
external changes e.g., politics and social trends, triggers the
increased attention into Logistics 4.0 research. The huge
amounts of data being generated is challenging to process and
extract insights. Human involvement is also seen as a major
contributor to Logistics 4.0. The application of drone
technology within logistics has gained recent popularity with
major logistics companies. A report by [38] estimates that by
2027, drone logistics market would reach $29.06 billion. There
are already a few major logistics companies e.g., Amazon, UPS
and others who are already starting to adopt this technology. A
list of major adopters of drones in logistics and SCM around
the globe is shown in [39]. There are however still barriers to

major adoption with regulatory and threat to privacy and
security the major barriers [40].

2.6 Supply Chain Workforce

Supply chain management in the context of 14 bring many
advantages and certain fear that digitization would lead to a
significant reduction of manufacturing jobs. The fear is justified
because the technology themes surrounding 14 are not mapping
onto the skillsets of the industry workforce[7]. Manufacturing
businesses have a growing need for a new type of engineers
with digital skill sets. There is a discrepancy between workforce
qualifications sought by employers and workforce qualification
delivered by mainstream education institutions[41]. According
to Mckinsey, 2030 [4] by 2030 in the US and Western Europe
there will be a 58% increase in the amount of time spent on
technological activities as seen in Figure 4.

Basic Higher Social and
Physical and manual cognitive cognitive emational Technological
~27% -17% +04% +33% +589%

100%

Figure 4-Skill shift in US and Western Europe, % of time spent [4]

In addition, demand for high level social and emotional skills
e.g., initiative taking, leadership is also to rise by 33%. In
industry there is an emphasis on upskilling the existing
workforce to cope with future technological advances as well
as new processes to follow[4, 42]. McKinsey, 2017 stated that
by 2030, automation will replace nearly 800 million workers
globally and nearly 50% of companies envision that automation
will decrease full time workers. However, with the right skill
set, over 25% of companies predict automation will lead to new
roles emerging[43].

COVID-19 has impacted the workplace with an emphasis now
on working online from home. In a Deloitte 2020 study [44],
CEOs stated that nearly a third of their workforce will be
working from home on a full-time basis by 2022. As data
monitoring and processing becomes more evident on the
shopfloor, managers and shop floor technicians will become
more involved in data management of machines. This changes
the nature of traditional work for most of the supply chain
workforce with 32% of companies replacing full time workers
with a contingent workforce for cost saving measures as stated
by Gartner, 2021 [27].

3. Supply Chain Management 4.0 Challenges
In this section, the challenges are addressed in relation to the
state of the art in Section 2 as presented in Table 1.

Table 1- Challenges of 14 technologies in Supply Chain Management

Eleme Key Challenges
nts

o s o Upgrading to newer planning systems requires huge financial
E g resources and time [3]
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o Expensive data collection process - due to the vast number of
smart sensors, RFID, and other expensive equipment

o Low efficiency of data transmission over Industrial internet -
data is continuously flowing from different machines,
systems, and human operators. Interfacing software between
these entities is not always apparent.

Data-driven

smart
manufacturi

o Sensing associated with for powder bed fusion processes,

e Determining what can be sensed (optical, laser, thermal melt
pool, etc.) and what the results mean,

o Correlating sensor data to machine process parameters,

o Correlating sensor data to defects (determining what causes
defects, and when defects appear), and

o Understanding the physics behind the AM processes to build
simulations to generate data on which to base design
decision(s).

o Real-time data gathering and optimization- The vast quantity
of data being sent to and from needs to be collected and
processed for optimization which is costly and takes a long
time.

o Physical-digital integration- Modelling of physical machines
into digital identities (Digital Twin) and integrating them is
difficult

o Framework implementation in industry

e Rapid scalability in cloud manufacturing to understand how
to realize rapid scalability (elasticity) in cyber-physical
production environments (cloud manufacturing)

o Smart cloud-based digital design-to-manufacture analysis to
computationally determine feasibility of part fabrication
given 3D geometry in STL file, 3D-printer specification and
process (cloud-based on-demand DFM for Digital
Fabrication)

o Interoperability and IT/OT-Convergence in Industry where
IT/OT convergence is a crucial step in building Cloud-Based
Cyber-Physical Product Creation and Production Engineering
Systems (Cloud-Based Design & Manufacturing)[45].

o Shift to 14 will require supply chains limited to physical goods
become experts at buying digital supplies and services e.g.,
software maintenance, developers.

e Employees do not have required resources and capacities to
maintain new roles in a Procurement 4.0 environment [13]

Quality control in
manufacturing

additive

Right-first time
and zero-defect
manufacturing

Cloud-based Design and
Manufacturing (CBDM)

Procuremen
t4.0

= The need for highly trained workforce is needed as
automation increases, in order to operate robots and
machinery[46].

= Design of system architecture within warehouse needs to be
interoperable between machines and systems.[46]. Security
of warehouse data is often at risk due to outdated encryption
methods which are insufficient for satisfactory level of
security [21].

o Lack of roadmap/frameworks for transitioning into a smart
logistics system.

e Very high cost of using autonomous vehicles/drone
technology.

Smart
Warehousing

Smart
Logisti
cs

e Lack of advanced tech skills e.g., ML, Al for current
workforce who need to upskill [4].

¢ Post-COVID nature of work shifting to online working which
complicates employment contracts [44]

e Knowledge and Information exchanges between academia
and industry needs to be firmly established through schemes
and government support [41].

Supply Chain
Workforce

4. Implications for Researchers and Managers

This section will provide the specific implications for
managers and researchers as well as governmental bodies.
Firstly, with the advancements in 14 technology in each SCM
element, a focus on creating standards and roadmaps needs to
be conducted. Within smart warehousing Currently the
management systems for warehouses needs to be developed
further. Migrating to new and improved management systems
involving 14 technologies has been looked at, however most
consider only a single 14 technology e.g., [oT[21]. This is

similar to sourcing (procurement) where studies related to 14
implementation in the procurement process is scarce [47,
48]due to the nature of procurement which involves
cooperation of the organisation with a network of suppliers.
This calls for more research into creating a framework/roadmap
for businesses looking to transition into smart procurement.

Secondly, researchers must focus on creating interoperable
systems which allows seamless data exchange and
communication between different supply chain actors. Data
collection and processing is a common issue with the vast
amount of data being generated which takes time and costs
money. Future work can look at new ways of collecting and
analysing the data from sensors needs to be investigated.
Allowing different systems to communicate seamlessly in the
manufacturing environment needs further investigating.
Thirdly, conducting studies on how governmental policies
affect logistics and procurement systems needs to be
investigated. A logistics system which can automatically adjust
its processes to comply with new policies will vastly reduce
logistical lead times.

Finally, More joint efforts between academia and industry
are required[41]. Education should be more focused and
intensive, with shorter degree programs so that the knowledge
of students will not be outdated by the time they graduate. New
means of delivering education online are needed as well as
accessibility and reduce cost of provision at the same time. On
the other hand, industrial strategy needs to go beyond the
traditional view and invest into talent, foster the creativity,
empathy, and cognitive learning of employees may lead to new
and innovative business strategies[7].

5. Conclusions

This paper has addressed the issue of supply chain
management within the context of 14 starting with state-of-art
of each supply chain management element which then leads to
the challenges. Finally, implications for researchers, industry
and public bodies are presented. The review is as a result of a
Supply Chain Management workshop at University of
Liverpool, 2020 where keynote speakers on certain topics were
invited to give a talk on current and future trends. This was
backed up with an extensive literature review to make sure the
content was not outdated. The contribution of this work is in the
form of providing a readable, bitesize summary of each SCM
element within the context of 14 as well as challenges that need
to be addressed for the future.

With the advent of COVID-19 and sustainability becoming
an important agenda, the management of supply chains has
become even more important. This is exaggerated by the
introduction of emerging digital technologies which places an
emphasis on businesses to integrate them in their supply chain
processes. Within each SCM element analyzed, it is seen that
digital technologies are being utilized at a greater extent now
e.g., Al in smart warehousing, drone technology in logistics etc.
However, research on creating frameworks/roadmaps for
supply chain businesses to use still needs further development.
In addition, creating strong relationships between stakeholders
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in the supply chain network and improved communication
channels will help to improve the overall supply chain
resiliency against external disturbances such as COVID-19.
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